T-6e30nacHOCTb KOPNOPATMBHbIX

" . : . N UserGate ceTen, faTa-LeHTPOoB, defeparnbHbiX

YHVBEPCUTETOB, MVHUCTEPCTB, pUTernna

KOPMOPATWBHbIV MEMXXCETEBOW SKPAH

USERGATE F8000 s

MEXCETEBOIO 3KpaHa

no 60r6/c

Ceptudukar ®CTIK Poccum N23905
no TpeboBaHMAM K npodunam
"i:!" 3aLUUTbI MEXCeTeBbIX SKPaHOB TVNa
UsarGate A v b 4 knacca 3awutbl, cuctemam
il UserGate —— 06HapyXeHUA BTOPKeHWI1 4 Knacca
3aLYuThI 1 MO 4 YPOBHIO fOBEPUA

Ans KpYnHbIX KOPMOPATUBHbIX CETEN 1 AaTa-LEHTPOB KPUTUYHO NCMOMNb30BaHME HaAeXHbIX
CEeTeBbIX PELIEeHNN, 06ecneUnBatoLLMX BbICOKYIO OCTYNHOCTb, pe3epBMpPOBaHMe, MacLUTabu-
PYeMOCTb 1 FTMOKOCTb OTHOCUTENIbHO BCTPAMBaHUS B CETEBYIO MHOPACTPYKTYPY.

UserGate F8000 coueTaeT Bce Heobxoanmble GyHKLMM 6e30MacHOCTIN C BO3MOXHOCTAMMU,
HeobxoAMbIMU A8 GYHKLMOHNPOBAHUSA MAaKCMMaJIbHO CTabubHOMO cepBurca Npu Npeaenb-
HO BbICOKOW Harpyske.

KOMIJIEKCHAA 3ALLUTA KOHTPOJ1b NOJIb3OBATEJIEN
MHOPACTPYKTYPbI N ABOHEHTOB

KpyrHble MpOeKTbl HaknafblBaloT 0cobble TpeboBaHYs UserGate FB000 moxeT obecrneunsatb 6e3onac-
Ha NMPOM3BOAUTENBHOCTL CUCTEMBI, €€ 6E€30MaCHOCTbL HOCTb ¥ CODIOAEHME KOPMOPATUBHbBIX MONUTUK
1 OTKa30yCTONUMBOCT. ANA NPeanpysaTAN Moboro pasMepa, a Takke

MOXET MCMOJb30BATLCA B OMNEPATOPCKUX MPOEK-
UserGate F8000 paboTaeT Ha 6a3e MakcUMasbHO

Tax 1 1A NpefaoCcTaBieHna obnauHbix CepBCOB.
MOLLHbIX MAATGOPMbI 1 MPOLIECCOPOB, 3OPEKTUBHO
obecneunBas BbIMOMHEHNUA MHOXECTBa QYHKL

6e3onacHOCTH ana 60MbLIOro YMcNa Nosb3oBaTenen.
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Kak 1 apyrve nnatdopmbl UserGate F8000 3aLymiiaet

9 DDD 98

200 0

KOPMOPaT1BHYIO CETb OT COBPEMEHHbIX aTak 1 APYrux
BTOPKEHWI, 0OeCneyrBaeT aHanm3 1 GunsTpaLmo
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Tpad>|/||<a MO KOHTEHTY, KOHTPOJIb MHTEPHET-MPN-

NOKEHNN, 6J'IOI<VIpOBaHI/Ie OMacCHbIX CKPMNTOB

n I'Ipl/lJ'IO)KEHI/II;I, 3alKTy OT BMPYCOB M CMaMa, a TakxKe

apyrue d)yH Kummn 6e3onacHoCTH. Qunempayus kKoHmeHma 6 UserGate



KopnopamusHeiti mexcemegol skpaH UserGate F

OCHOBHbIE OYHKL NI
= MexceTeBou 2KPaH HOBOTO MOKONEHWA b KOHTpOﬂb [OCTyMNa B UHTEPHET . I/IgeHTMdJVlKaul/lﬂ nonb3oBaTenen
= Cuctema obHapyKEHNA BTOPMKEHMN = KoHTtponb [punoxeHnin L7 » [lopmepxka KoHLUenumm BYOD
(IDS/IPS) Bring Your Own Devi
B 0 anie SSL. (Bring Your Own Device)
* [locTyn K BHyTPEHHUM pecypcam Yepes y = BuptyanbHas yacTHad ceTb
= [ocTeBow nopran
SSL VPN Portal Hoeee (VPN)
L B 6 —
= AHanmsu BbIl'DY3Ka I/IH(bOpMaLI,I/II/I B et/ A BrYTOEH ] yﬂaﬂeHHoe
06 MHUMaeHTax 6e3onacHocTL (SIEM) Hoeoe S S aAMUHICTPUPOBaHME
= AHTMBMPYCHaA 3alWuTa
= ABTOMaTV3aUMA peakLmWm Ha yrpo3bl [ogaepkka ACY Tr (SCADA)
6e3onacHoCcTn uHpopmaunn (SOAR) Howee = Advanced Threat Protection
= [lopoepxka knacrepusaumm
*  O6paTHbIN NpoKCK =  be3onacHOCTb NoYTH 1 BbICOKOW OTKa30yCTONYMBOCTH
USERGATE F8000
F1 F9 F477F5 F7 F11 R2 R3 R4 R5

g 1

dnemeHT OnucaHue dnemeHT OnucaHune

F1 CsetoanogHble nHaviKatopsl MitaHne/Crctema/MECTK R1 BeHTunAatopbl oxnaxaeHna
AVCK
R2 MecTo nogkntoueHna 3asemnenHma
F2 KNAKOKPUCTaNANYEeCKMn JUCnNer C SneMeHTammn
ynpasneHus R3 KHOMKa BKNIOYEHNA/OTKIOYEHNA NUTAHWA
F3 KoHconbHbIn nopt RJ-45 ana noaknioyeHmna RS-232 koHconu R4 KHOMKa OTKMIO4EHMA 3ByKOBOIO CUrHana OTCYTCTBUA MUTAHWA Ha
OAHOM 13 6/I0KOB MUTaHWA
F4 Mopt RJ-45 GbE moayna yaaneHHoro ynpasnexwa [PMI
R5 2 6noka nuTaHua
F5 Mopt EthO RJ-45 GbE
F6 2 nopta USB 3.0 Type-A
CoBMmecTUMble MOAynn n ceTeBble KapTbl
F7 Pasbem VGA CeteBad kapTa 8*1 [6/c
CeteBand kapTa 4*1 [6/c
F8 7 CNOTOB [N1A YCTaHOBKW MOAYNEN CETEBbIX MHTEPdecoB
(NIC) c nHTepdeicom PCle CeteBas kapTa 4*1 [6/c (FO)
. . CeTeBasd kapTa 4*10 [6/c
F9 2 AMCKa C NOAAEPMKOV ropAvyei 3aMeHbl
CeteBasn kapTa 4*10 [6/c (FO with 2 pair bypass)
F10 8 noptos RJ-45 GbE (10/100/1000)
Mogynb ontnyeckuin (10Gb, SM, 10km, 1310nm, LC, DDM)
F11 4 nopta SFP+ 10GbE

Mogaynb ontudeckunit (10Gb, 850nm, 500m., LC, DDM)



KopnopamusgHelli mexcemesou 3kpaH UserGate F

CNELUNOUNKALINA

npOI/ISBOAVITeﬂbHOCTb, max

MponyckHaa cnocobHOCTb MexceTeBoro sKkpaHa, UDP (M6ut/c) 60 000
MexceTeBoi1 akpaH, Tpadpuk EMIX, M6uT/c 40 000
MexceTeBoi 3KpaH ¢ dyHKLMel onpeaeneHnsa npunoxexuin L7, padpuk EMIX, M6wnT/c 40 000
OpHoBpemeHHbIx TCP-ceccuia 48 000 000
HoBbIx ceccnin B ceKyHay 135000
Crictema o6HapyxeHus BTopxeHu, Tpaduk EMIX, M6uT/c 8000
KoHTeHTHaa unbrpauua, Tpadpuk EMIX, Méut/c 15000
WHcnekTnposaHue SSL, Tpaduk EMIX, MéuT/c 8 000
KoHTeHTHas dunbTpauua, aHtmempyc, Tpaduk EMIX, MéuT/c 14 000
MerkceTeBol aKpaH ¢ GyHKUMen onpeaeneHua npunoxeHnin L7, COB, KoHTeHTHaa ¢unbTpauus, Tpaduk 8 000

EMIX, MéuT/c

Cneuundunkaums ob6opyaoBaHus

Moptos 10/100/1000Base-T

MNMopTos 10GBase SFP+

Mnat pacwmpeHun
YnpasneHue no IPMI
Mpoueccop, KoNMyecTBo agep
MamsaTb, [GanT

Iwnck, F6ant

ol
II|I- Tenedor: 8 (800) 500 4032

UserGate

9 BCTPOEHO
40 c ncnonb3oBaHMeMm nnat
pacwmpeHunin

4 BCTpOEHO
20 c ucnonb3oBaHMem nnart
pacwmpeHun

3
Ectb
72
64

2x1000, ropsAvan 3ameHa, RAID-1

KnuneHtam: salesuserate.com

Pasmep opraHunsauyumn

PekomeHaoOBaHHOE KONMNYECTBO 8000

nonb3oBarenen

Pasmepbl 060pyaoBaHusA

la6apuTbl, MM 2U
438x600x88

Bec, kr 25

KpenneHwne B cTonky Canasku

CeTb nuTaHuA, Bonbt 140-220
MoTpebnaemasn molHOCTb (MakKc), 800

Batt

MapTHepam: partner@usergate.com




